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HokymenTauus: CKpuHIIOT: [loMalnHasa cTpanula: CkadyaTh: Bo BpeMsi 02KECTOYEHHOI'0
KoH(pmuKTa ToBaccoa Pamupec — 12-neTHSS JeBOYKa, IPOXKKUBaloLas B YICKe,
HcnaHus, Co CBOEU CeMbell — BO3TTIABIILET [eJI0 IPOTUB APYroro Bpara: He3aKOHHBIX
pyOok. [leByiika, KoTopas siBnsieTcs 4acThio Plan Huesca Viva (2KuBast Yacka), Hallnna
crtoco6 OCTaHOBUTH IIPECTYIIHYIO 9KOHOMUYECKYIO NeSTEIbHOCTD, IIPECIeTYIONIYI0
IIPOBUHLINIO Y3CKa Ha ceBepe Mcrmanuu. Anb-Il2Ka3upa pacckKasaa eil 0 TOM, KaK OHa
y3Hasa o mpobiieMe, Kak OHa Hallljla B cebe MyKeCTBO, YTOOH BCTaTh ¥ OPOCUTHL BHI30B
BJIACTSIM, ¥ TIOYEMY OHA HafIeeTCsl, UTO APyrue JeBYILIKU BO3bMYT Ha cebs
aHAJIOTUYHYIO POk B O0phbe ¢ pa3pylleHrueM CBoel miaHeThl. OHa Jana HaM
CJIedylollyie OTBETH Ha HAIM BOIPOCHL. Asb-[IKa3upa: Kak Ballla ceMbs pelnunsia
IPUHSATHL y4acTue B 60pb0e ¢ He3aKOHHEIMU pyOKaMmu? ToBaccoa Pamupec: Korma mos
CeMbSI Tepeexasia B YICKY, Halll HOBHIHM IOM OBIJT TYITMKOM. MBI YBUAETU TaM
He3aKOHHYIO BEIPYOKY M PELIUIM IPeaynpeauTs BnacTu. Ho uM OBITIO BCe paBHO. f He
OBLT B TIOPSIOKE C 9TUM. £ ITOrOBOPHUII C MaMOM U CIIPOCHJI, YTO JieaTh C HE3aKOHHBIMU
pyOkamu. OHa cKa3ajla MHe Ha4aTh AeflaThb CaiT. Bckope s 3aHsNCS OU3aNHOM U
MapKeTUHTOM caliTa. Mosg MaMa Haydnia MeHS I0JIb30BaThCs Photoshop u co3pgaBath
rpa¢uky. C IOMOIIBIO APY3€eH S TaKXkKe Hay4uJIiCS II0Ib30BaThCI KOMIIBIOTEPOM U
IIpeBpaliaTh ero B UHTEPHET-0pay3ep. f TakxkKe IMOrOBOPUII C PYTUMU [IETbMHU, YUTOOHI
OHM IIOMOTJIM MHE pa3paboTaTh calT. B 9TOM y4yacTBOBau BCe MKOIbHUKHA MOETO
paiioHa. f Havan fgenaTh BeO-caliT ¥ pa3MelaTh pekinamy B Google, 4TOO®! JTIOOU MOTIIH
MeHs HauTu. Anb-IIKka3upa: Hackonbko BenrKa mpobiieMa He3aKOHHBIX PYOOK B
IIPOBUHIIMM Y3cKa? ToBacoa: Moi paliOH HaXOOUTCS PSIOOM C iecoM. HeCKONIbKO NeT
Ha3al B 9TOM palioHe IIPOoXKUBaJo 0K0jIo 15 cemen. Ceryac 25 cemeir. HekoTopoe
BpeMs Ha3a[l Ha yJulle TIepef HallliM IOMOM He OO mepeBLeB. Teleph TaM JepeBbs.
ITepen HamuM goMoM 0K0J10 200 He3aKOHHO BhICA’KEHHBIX IepPeBbeB. [lepeBbs,
KOTOPHBIE IIpUHAaAIekaT MHe
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«Termshark — 370 rpadpuyeckuii uHTEpPQerc TepMUHana ansa tShark, KOTOpeI MOXKeET
IIPATOAUTHCS IPH OTJIafKe Ha yOalleHHBIX MallliHaX C UCIIOJIb30BaHUEM OTHOCHUTEIIHHO
6ombiroro pcap. «Bmoxnosnennwit Wireshark, Terminalshark — ato rpadguyeckuii
nHTepdelic TepMuHana ans tShark, KOTOphIM MOXKeT IPUTOAUTHCS IIPU OTIafKe Ha
yoaneHHBIX MalllMHaX C MTOMOIILI0 OTHOCUTEIBHO OOJBIION pcap». PexkxuMbl 00paboTKu
3axBaT - B 9TOM peXMUMe IporpaMMa MOXKeT paboTaTh Ha TPeX YCTPoucTBax: 2KuBLIe
yCTpouCTBa (MHTEP(ENUCH], KOTOPhIE BbI XOTUTE, YTOOHI ITpOrpamMMa OTCIeXKHBajla B



pexuMe peanbHOro BpeMenu) ®ann(sl) ucropuu Pcap-daiin(sl) APXUBH - B 9TOM
pexrMe IporpaMMa MOXKeT paboTaTh Ha OMHOM U3 TPEX YCTPOKCTBa; Live device(s) —
3TOT PeXUM uAeHTH4YeH pexxuMy Capture, HO O UCTOPUYECKUX HAaHHBIX. B pexume
apxuBa Bbl MOXKeTe BEIOpaTh ¢aiii B UHTepderce TPorpaMMhI It CMOTPETD MaKeTH,
UAylIe yepes3 BrIOpaHHbIM nHTepderic. KpoMe Toro, B 3TOM peKuMe BHl TaKXKe
MOXKETe IIPOCMaTPHUBATh COOLITHS B TOM BUME, B KAKOM OHU OBINIMA 3alMCaHBl B pcap.
YToOH aKTHBUPOBATh PEXKUM apXUBa, ¥ Bac AOJIXKHO OBITh HECKOJIBKO (aitnioB pcap.
17151 HEKOTOPHIX YCTPOMCTB IIpOrpaMMe MOXKeT IOTPeb0oBaThCS YTEHNE ITUX (PaiiioB
pcap. mpexje YeM pexkruM MOXKHO OymeT aKTHBUPOBATh. [I71s 3TUX YCTPOMCTB, €Cu
IIporpaMMa He JOYXTaJll 00 KOHIIa BCe (paiiibl pcap aKTUBUPYS PEXKUM, IIporpaMMa
MOXKEeT He OTKPHITh (aliIbl pcap MHTEpPeca, II09TOMY PEKUM apxuBa He OymeT
aKTUBUPOBaH. 3axBaT - B 3TOM pexXUMe IIporpaMMma MoxeT padoTaTh ¢ (annoM(amu) u
JXKUTH BEIOpaHHBIE BAMU YCTPOMCTBa. PexkuM paboThl — B 3TOM PeXKUME HET
KOHKPETHBIX YCTPOKCTB yKa3aHo. B 3ToM pexume nmporpaMma pabotaeT B GOHOBOM
pexuMe ¥ Ha3HaueH MOHOIMOIBHEIN JOCTYII K ¢dauny (dbaiinaM) pcap. Korma Bel
BLIXO[IUTE IIPOTpaMMa, OOCTYM K ¢arny(am) OymeT MoTepsH u ¢aitn(sl) ucuye3neT. Bam
HY2KHO MCIT0/Ih30BaTh KOMaHy KOITMPOBaHUS, YTOOR COXPaHUTh (aii(bl) 0o IMoTepH
noctyna. Hageroch, 370 moMoxeT. Bonpoc: Kak pa3pemnTs KOHQIUKT CIUSHUA (it,
Korga Orlna 3auKCcupoBaHa TOJIBKO OfHA CTOPOHA (MOsSI CTOPOHA)? Y MeHs eCThb
peno3utopuu Git, pa3MeleHHbd Ha Bitbucket, B KoTopom g co3man BETKY U KaKOe-TO
BpeMs paboTas Hajl 9To# BeTKOM.3aTeM Opyrou pa3paboTunk Ha 1eaed4ebc(
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[TpocToii, HO MOIIHEIK ceTeBOM CHUDGep Ana HacTonbHBEIX [TK CIMCOK aKTHBHBIX
nHTep(dericos [TonHas uHTErpanus ¢ curdanamu Python u Linux UHTepaKkTHBHBEIE
GbunbTpel 0TOOpaxkeHus OKHO HAaCTPOEK U Pa3NuyHbIEe Topsyre KnaBuinu [loamepxka
PCAP nnst yTeHUs CHUMKOB 13 (patiyia BriGop makeTa Takxke MOXKET OBITh OTJIOKEH [T
KaxXpaoro maketa. Boamoxuoctu TepMuninapka: CIIHCOK CeTeBhIX UHTEP(]ENCOB
MHTepakTuBHBIE QUIbTPH 0ToOpaxkeHuss OKHO HacTpoek [Tommepxkka Pcap mnst 4yTeHust
CHUMKOB 3 (haiiyia BeiOop makeTa Tak:Ke MOXKeT OBITb OTJIOXKEH IJI KaXKOO0To MTaKeTa.
B03M0XHOCTh 0TOOpaxKeHus CTaTUCTUKY OToOpaxkaeT B UHTEPAKTUBHOM PeXUME
JKMBOM IIOTOK TpaduKa, IpoXoasIiero yepe3 uatepdeic [TomHas nuHTErpaius C
curHanamu Python u Linux 3axBaT/aHanu3 ¢ nmoMmoiursio Scapy [IpuMedaHue: TUIEH3UA
Ha Scapy MMO3BOJISIET CO30aBaTh OeCIyIaTHOe IPOrPaMMHOe 00ecTeueHrne C OTKPHITEIM
MCXOOHBEIM KOOM. 3axBaT (paiiyioB Pcap ¢ moMoIpio Scapy ycTaHOBKa TepMUHA IIapK
[TepBbIM LIarom B yCTaHOBKe termsshark siBisieTcst 3arpyska MociegHel BePCUu
IPUJIOKEHUSA. DTO MOKHO CHeNlaTh ABYMs criocoOaMu. Bel MoxkeTe nubo 3arpy3uTh
IIporpaMMHOe o0ecredyeHre HaMPSIMYI0, UCIIOIL3Ys 3arPyKEHHYIO CCHITIKY, KOTOpast
3aTeM [OJIKHA 3aTPy3UTh MOCIIeNHIO CTa0KUTbHYIO Bepcuio, b0 UCII0Ib30BaTh
nucrieTdyep Bepcuit Python mist ero aBToMaTuyeckKo# yCTaHOBKH. JIMHYKC: YTOORI
yctaHoBuTh tShark B Ubuntu, Bam He00X0IUMO YCTaHOBUTL HEKOTOPHIE 3aBUCUMOCTH,
BKJTI04as libpcap u MHCTPYMEHTHI C OTKPBHITEIM MCXOOHBIM KomoM. sudo apt-get
ycTaHOBUTH python-dev gcc-4.4 libpcap-dev Okna: B Windows BB MOXKeTe
MCI0/Ib30BaTh IPEeOCTaBIeHHBIN (aliyl .exe Ojid ycTaHOBKM TermShark. HemaBHUE
koMmMeHTapuu Bugeoypoku O HAC MobSF.com — nyuiue odnaitH-urpsl anst Android
APK, zarpyxaemsie gns [1IK/HOyTOyKOB, cMapTdoHOB U TenedoHoB Android. 3ToT BeO-
CaHT SIBISETCS YHUBEPCAIbHBEIM PEIIeHUeM [JIs 3arpy3Ku urp ans Android. Mur
pacrpenenuiu BCe UTPOBLIE IIPUI0KEHNS 10 Pa3HBIM pa3fesiaM, Bbl MOXKETe CKadaTh
BCe HoBelImue urpkl o Android myist MOOKMIIBHEIX YCTPOUCTB, MTaHeToB (Android,
iPad, Bknmagka Samsung, Acer, Motorolla, HTC, Blackberry, nuGpeTTo u T. II.). MBI
TaKXKe MPeloCTaB/IsgeM IJIaTHbIE U OecryiaTHbie Urpkl Ot Android. 9ToT BeO-caiT
SIBJISIETCSI YYaCTHUKOM ITapTHEPCKOM IporpaMMbl Amazon Services LLC, mapTHepCKoOi
PEeKJIaMHOM MPOrpaMMBI, ITpefHa3HaYeHHOU OJId MPefoCTaBIeHUs cauTaM CPencTB Oy
IIOJTy4YeHHU S MaThl 3a peKjlaMy 3a CUeT pPeKJlaMbl U CCHIJIOK Ha Amazon.com. 4
YyBCTBYIO ce0s xopoio. C HuMu OBITIO OTPsicalole paboTaTh, U 5 IeHI0, YTO UM
yIaIoCh ITOMYYUTh CBOIO IIAHETh 3a TaKue HeOOIbINe IeHbI Y.
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[TpoBepero Ha macOS u Windows. MHOKeCTBO 0T4eTOB 0 paboTe pcap Ha macOS.
PaboTaeT, ecnu y Bac eCTh BO3MOXKHOCTb 3allyCTUTh IIpUJIoKeHue PaboTaeT, eciu y Bac
€CTh BO3MOXKHOCTD 3allyCTUTh IPUJIoKeHue [[0/12KeH UMeTh BO3MOXKHOCTh 3allyCKaTh
npunoxenne Mcrek cpok merctus anst Windows mpsMo ceiidac [IpoBepbTe onucaHue
Ha Haln4yue TePMUHOB, KOTOPEIe MOTYT KBaTU(PUIIXPOBATh pcap g 3Toro. Korga s
npoBepun ero Ha macOS, g yBuper, 4To oH paboraet. Wireshark neiicTBUTENBHO
xopoi Kak cuuddep Tpadbuka [Ipunoxenune paboraeT Ha TepMuHane Linux 6e3
n3MeHeHu. [IpunoxeHne He TpebyeT n3MeHeHU B pab0oTe U MeHee ITOABEPKEHO
TOXKHBIM cpabaTriBanusaM, yeM Wireshark. [Ipumoxenue paboTaeT Ha TepMHUHAale
Linux 0e3 nu3aMeHeHui. [IpocTO OTKPOKTE TEPMUHAT U BBeIUTE cremyioiee: sudo bash
apt-get yctaHoBuTh termsshark Bo3aMoxkH0, BaM puaeTCs NPHUHATD MoAcKa3Ky [locne
YCTAHOBKY IIPUIOKEHUS 3anycTuTe ero HaxkmuTte Ha KHONKY «IIyck» I[IpumoxeHue
oTKpoeTcs. Eciu oH TOBOPUT «HET (aiifia pcap», IonpodyiTe elle pa3. Ecnu
IIPUJIOKEHME TIO-TIPEXKHEMY TOBOPUT «HET (paiiia pcap», monpobyuTe elile pas. v ecnu
BHI BCe ellle He MoxeTe HauTu daii pcap, To 3abymbTe 00 3TOM. A eCliy BH
ucnons3yete Wireshark, Bbl MoxkeTe HaxkaTb KHOTIKY «CHU(PDEP» B IPUNTOKEHUN
Wireshark. A: 3To He HHCTPYMEHT A7 MPOCTyIINBaHus (aliia pcap, HO BHI MOXKETE
IIPOCTyIINBaTh PabOTAaIOIIYIO CETh (HAallpUMeEp, OTKPLIBATh BeO-CTpaHuIly). Bel MoXkeTe
MCIIOIL30BaTh I MPOCNyIuBaHus paboTatoiiei cetu. [laMsaTHUK BpiocTtepy
[TamsaTHUK BpilocTepy — MaMsATHUK, IIOCTPOEHHLIN B MaMATh O cape [IKopaxe
Ocbanpmectone, 1-m 6aponeTte (1602-1665), BTOpoM Mape noHmoHCcKoro Cutu. Ero
nocTpousa ero Bgosa dnu3abet OcbangecToH (ypoxaeHHas MapTteH). MeMmopuan Obi
cpoekTupoBaH AMOpoy3oM XonMcoM (1558-1642) u ycrtaHoBieH B 1667 romy B
3amnagHoM YacTH ['peleM-KoJjexa mocie cMepTH capa [Ixopaxa. [TaMITHUK
IpefcTaBIsgeT co00i cTaTyio capa [IKopaxKa B HaTypasibHYI0 BeIMYUHY C IIOCTAMEHTOM
B PUMCKOM CTHJIe, Ha KOTOPOM pa3MelreH OPOH30BHIH pebed ['epakiia, 6pocarmiiero
AuTtunos. [To3mHee 1OKOJb OB pa3pyllieH 3UMHUM CEBEPHBIM BETPOM U C TeX II0P
PEKOHCTPyupoBaH. CrpaBa OT IOCTaMeHTa HaxoguTcs 010CT capa [[Kopaxka paboTHl
CKynbITOpa YunbsMa Topoyryma (ok. 1620-1616 rr.).



System Requirements:

Munumym: OC: Windows 10, Windows 8/8.1, Windows 7, Windows Vista IIpo1eccop:
[Tponeccop Intel® Core™ i3-530, 2 I'T1 unu Beime I[Tamsats: 4 I'b O3Y I'paduka: Intel
HD 4000 Graphics, 4 I'b goctynHou rpadpudeckon nmamatu Xpaununuiie: 30 I'b
cBOOOMHOT0 MecTa [[OMOTHUTENIbHBIE IPUMEeYaHus: BBl MOXKeTe UTpaTh B UTPY B
oJIHO3KpaHHOM pexuMe (F11) unu B okoHHOM pexuMe (F11) ¢ Windows® 8.1 u
Windows® 10 u AMD Radeon™.



